Obpaszey

TEXHUHYECKO NNPEAJOXEHMHME
A0 BBJIATAPCKA HAPOJHA BAHKA
OTkpuTa nponeaypa 3a Bb3jaraHe Ha o0MecTBEHA NOPBLYKaA ¢ NPeIMeT:

»Pa3BUTHE B a60HaAMeHTHO ofcay:kBaHe Ha CUcTeMaTa 32 NPOBEXAAHE HA AYKUNOHH 32

ALK (AIIIK)*

YBAJXAEMH JAMU H TOCIIOJAA,

C nactosmoro Bu mpeacTaBsMe HALICTO TEXHMYECKO NPEIUIOKEHHME 33 YHACTHE B
obaBenarta oT Bac oTkpuTa npomeaypa 3a BB3naraHe Ha ofIMecTBeHa MOPBYKA C IPEJMET:
»PalBaTHE H aboHaMenTHO obciy:xBane Ha CHCTEMATAa 32 NPOBEXAAHE HA AYKIHOHH 32

ALK (AIILIK).

1. JleknapupaMe, 4e HIe M3OBIHMM IOpPBYKaTa, ChoOpassBaiiku c¢e ¢ YCIOBHATA II0
H3MBIHCHHE, IOCOYCHH OT BB3NnoKuUTENA B JOKYMEHTALIMATA 32 YIACTHE,

2. lexnapupaM, 9¢ MpeACTaBIABAHHAT OT MEH YYACTHHK € 3al03HAT C MOAPOGHOTO
onucanve Ha ,CHcremara 3a mpoBexxJaHe Ha aykumond 3a JIIK (AJILIK) B BHB
(»cucTema/ra®), npeacrabeHo B Ilpunoxenue Ne 1 — ,Cucremara 3a NpoBeXZaHe Ha
aykuuonn 3a JILK (AJLK)“ 8 BHB (omucanmne Ha ChIIECTBYBAINATA CHCTEMA).

3. Hlexnapupam, 4e CPOKHT Ha BaiMAHOCTTA Ha odeprata HH e 3 (Tpu) Mecena,
CUMTAHO OT IATaTa I0COYEHA B 0OABIEHNETO KaTo KpaeH CPOK 3a IOIyYaBaHeTo Ha OPEepTH.

4. lexnapupam, Ye CbM 3aI03HAT C YCIOBHATA M NIPMEMaM KJlay3WTe B IIPOEKTa Ha
ZOTOBOPA, NPHIIOKEH KBbM NOKYMCHTAUMATA Ha OOLIGCTBEHATA MOPBHYKA C FOPEOIHUCAHHA
IIpEMET.

5. Jlexsaprpam, Ye NpeJICTaB/IsIBAHAAT OT MEH YYaCTHHK INE M3BBLPLIBA PA3BHTHE Ha
CHCTEMaTa, B CHOTBETCTBHUE € YCIOBHATA M HM3MCKBAaHMATA HA BB3IOXKHTENS, IOCOYEHH B
npoekta Ha goroBopa u lipunoxenme Ne 3 - | CrmmectByBama HHGpacTpykTypa o
H3UCKBaHWA Npu paspaboTBaHe Ha HoBaTa Bepcus Ha ,,CHCTEMaTa 3a HpoBeXJaHe Ha
aykuuonu 3a UK (AJLIK) B BHB“, Ilpunoxenune Ne 4 — ,3amanme 3a nopaboTka Ha
»CHCTeMaTa 3a nposexaane Ha aykuuonu 3a JLK (AJLIK) 8 BHB“ u Ilpunoxenue Ne 5 —
wloapobHa QpyHKIHORANHA H TEXHHYECKa crerudHuKanua KM 3aJaHHeTo 3a aopaboTKa Ha
,»CHCTeMara 3a npoBexiaHe Ha aykuuonu 3a UK (AJUIK) 8 BHB“. IlpeanoxeHHeTo HM 3a
H3BBPHIBAHE HAa Pa3BUTHETO HAa CHCTEMaTa, B ciydali ue GbaeM ompefeleHH 3a M3IIBIHHUTE
Ha NopwukaTa ce¢ CbAbpXka B Ilpunowcenue 1 — Ilpednoxcenue 3a uznvinenue Ha
nopvuxama

3abenescka: Ilpeonoscenuemo 3a usevpuseanme na paseumue Ha cucmemama ce
U320MEA  CL2NACHO USUCKBAHUAMA HA 6BINONCUMENA, CLOBPICAWU Ce 6 NOCoYeHume
Ilpunooicenue Ne 3, IlIpunoicenue Ne 4 u Hpunoxncenue Ne 5.

6. leknapupam, 4e IPeICTABIIBAHUAT OT MEH YYaCTHHK 1€ OCHIypaBa aGoHaMEHTHO
ofciyxxpaHe HA CHCTEMaTa B CBOTBETCTBHE C YCIIOBHATA H H3UCKBAHHATA Ha Bnanoxmurens,
IOCOYSHH B NPOEKTA Ha Aorosopa u Ilpnnoxenue Ne 2 | M3auckeanus, 06XBaT H yCIoOBHA 33
abonamenTHoTo 0OCTmyxkBaHe Ha ,.CucreMara 3a mposexaane Ha Aykuuonm 3a JLK
3annuaBaHUATa Ha

uH(popMalrs B JOKYMEHTa
ca Ha OCHOBaHHWE Ha 4J. 2,

an. 1 ot 3akoHa 3a 3amura
Ha JINYHUTE JaHHHU.



Stoyanka
Callout
Заличаванията на информация в документа са на основание на чл. 2, ал. 1 от Закона за защита на личните данни.


(AOUK)* (AALK/Cucremata)”. IlpenmoxkeHHeTo HHM 3a M3BBLPIIBAHE HA YCIYTHTE IIO
aboHaMeHTHO 06cCiyBaHe, KOHTO II¢ H3BBPIIBAME, B CiIydail ue GBAEM ONpeNcneHH 3a
M3IIBIIHHATENT HA NIOPBYKaTa ce ChAbpXKaT B Hpunoscenue 1 — Mpeononcenue 3a usnvianenue
Ha nopvyxkama

3abenedicka: Ilpednooicenuemo 3a ocvwecmensarne Ha abonamenmmuomo obeysiceare
Ce uU320Men 6 CLOMEeMCmeue C UIUCK6AHUAMA Ha Bwanoxcumens, cvOvpocawyu ce &
nocovenomo llpunoosiceriue Ne 2.

Karo HepasnenHa 4acT oT HAacTOSAMIETO IPEACTABSHE NPUAATAME BCHYKH W3UCKAHH
OT BB3JIOXKHTENA JOKYMEHTH

C HacTosmeTo MOTBBpIKAABAME CHITIACHETO CH C YCIOBHATA 3a M3
IOPBYKATA, 3AIMCAHK B JOKYMEHTALHMATA 32 IPOBEIKIAHE HA IPONG

Hara: 21.03.2017 r. Monuc:..... .
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Mpunomenne 1 - NpeanoxeHne 3a UINbAHEHHUE HA yCayraTa

1. MPOrPAMHO - TEXHUMECKM YCAYTH 3A MUIPAUNA KDM HOBA
TEXHUYECKA APXUTEKTYPA

TexHuuyecka apxuTeKTypa

®aaiuHr CaNtoWBHC CTPUKTHO i@ CNa3sBa M3WUCKBAHWMATA Ha Bb3noxutens Kbm
TEXHUYECKaTa apXUTEKTYpa on1caHn B TeXHUYECKOTO 3agaHue:

= UWe ocurypu edeKTUBHO U3Non3eaHe Ha UT uHpacTpyKTypaTa;

= Llle 6bae CbBMECTUMA C BUPTYA/IM3AaUMOHHUTE TEXHOAOMMY U3110/13BaHu B BHB;
Llle ocurypABa makCMmanHa HenpeKbCBaeMoCT Ha Nnpoueca Ha paboTa;

e ocurypaesa edekTHBEH MOHUTOPUHI U YNIpaB/AeHUE;

e 6bAe UHTErpUpaHa ¢ Ha/MYHUTE CPEACTBA 338 MOHUTOPUHF;

lile ocurypasa 6bp30 Bb3CTaHOBABaHE C/1e4, CPUB MM OTNAZaHE HA KOMNOHEHT;

S AU 2R AN/

Uie ocurypasa HajexaeH MexaHW3bM 32 apxvBUpaHe M Bb3CTAHOBABaHE Ha
AaHHUTE;

= lle ocurypABa MWHWMM3MpaHe Ha pasXoguTe 3a MOAAPBXKAa Ha WT
uH$pacTpyKTypaTa.

®naiinHr CanlolbHE Wie U3MO/A3Ba AaHHUTE OT HaNPaBeHWA aHa/M3 OT OCHOBHWUTE
XapaKTepUCTUKU Ha CblllecTByBawiata UHOPacTpykTypa B BHB - TexHuyecko
ocurypaBaHe, 6a308 codTyep, KOMYHMKaLMOHHA cpeaa M e peaausupa obnauHa
apxuvekTypa ot Buga ,MHdpacTpyktypa Kato ycayra“ (laaS - Infrastructure-as-a-
Service), kaTo BupTya/Ha cpega OT Tuna 4YacTeH 063K 3a XocTBaHe Ha CucTemaTa 3a
npoBexaaHe Ha aykuuoHn sa ALK (AAUK) kato u3noA3Ba HaAMMHMTE 3a NpOEKTa
obopyaBaHe u AMLLEH3U, @ UMEHHO:

=> TUN cbpBBPY - IBM xSeries ufunm pSeries;

- cpega 32 BUpPTya/mM3auus -VMWare;

CbpPBBPHU onepaynoHHu cuctemm — IBM AlX, SuseLinux, Windows;

cpeAa 3a CbXpaHeHue Ha gaHHW — SAN, peanusupaHa ¢ obopyasane Ha IBM;
6asa gaHHn 1 cpeacTBa 3a paspaboTka - Oracle 6asa gaHHw;

apxuBupallia cpeaa - peasusupaHa ¢ obopygsaHe Ha IBM;

KOMYHUKaLUOHHa cpeja — peasnmsupaHa c o6opyaBaHe Ha Cisco Systems;

S 2R I A A 2

CpeACTBa 3a MOHUTOPUHF - Oracle Enterprise Manager Cloud Control;
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MpunoskeHue 1 - lpeanoxenne 3a K3Nb/AHEHHWE Ha yCayraTa

[Mpu n3nbAHEHUETO Ha NopbUKaTa PAainHr CaAIOWBHC LLLe NPOEKTUPa, KOHGUrypUpa U
NycCHe B peanHa eKCNAOATaMA BCUYKM HEOBXOAMMM KOMAOHEHTH, OmUCaHu B
NpeA/IOKEeHUETO, KaTo MO TO3M HauuH ule ocurypu paboTelwia BUpTyanHa cpega,
XOCTBaWa BUPTYa/HWUTE CbPBLPY, BHPXY KOMTO WWe ce uHCTanupa CucTemata 3a
npoBex/aHe Ha aykuyMoHu 3a AUK (AAUK).
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Puzypa 1 CxeMamuyHo npedcmassHe Ha sUPMyaaHama cpedd om muna ,,yacmeH 061aK*

®naiimHr CanloWbHC LWe U3N0/13Ba apXWTeKTYpaTa Busya/iuaupaHa Ha durypara
»CXeMaTU4HO NpeACTaBAHe Ha BUpTya/HaTa CcpeAa OT Tuna ,MacteH obaak®, kato
WHCTa/Mpa 3a nNpoekTa Asa 6poA CbpBbPU € BUPTYaau3aLuMoHHa naaTdopma VMware
vSphere Stardard u TpeTi cBpBBP C BUpTYaMsaumoHHa iardpopma VMware vCenter B
pexum Ha paborta Fail-over Cluster. Mo T03M HauMH we 6bge peaamsupaHa
BUMCOKOHaAeKAHa U OTKA30yCTOMYMBA BUPTYa/iHa cpeAa, BbPXY KOATO MoraT ga 6baar
UHCTa/MPaHN U KOHPUIypUpaHn Heo6XoAUMUTE Ha B13N0KUTEAA BUPTYA/AIHU CHPBBPM.
fipu usnonseaHe Ha Fail-over Cluster ce rapaHTupa, Ye nNpu oTnNagaHe Ha €AUHUAT
$u3nyeckuTe CbpELPKM, BUPTYaHUTE CHPBBPYU, XOCTBAHW Ha HErO, Ce NPeXBbLP/AT Ha
ApyrvAafte paboteum cobpsbpU. Tasu apXUTEKTypa Mo3BO/ABA AecHO AoGaBAHE Ha
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B Npuaosenue 1 - Npegaoxetne 3a U3MbAHEHME HA YCAYraTa

usnyeckn CbPBLPH, KbM CbLIECTBYBAaWMA CbPBLP, NpU  HEOBXOAUMOCT OT
paswMpABaHETO MY. 33 ynpas/ieHMe Ha CUrYpHOCTTa W AOCTBNA A0 NPeA/IONKEHOTO
peweHue 33 usrpaxgaHe Ha UT uHpacTpyktypa OT TUNa ,4acTeH 061ak” we ce
usnonsea cuctemara ot 2x Firewall device (2 6p. 3auyuTHU CTEHU) OT KOMYHUKALMOHHA
cpeaa — peanusnpaHa ¢ obopyapaHe Ha Cisco Systems ¢ Bb3MOXHOCT 33 aBTOMAaTHUHO
6anancupaHe Ha HaToBapBaHeTo.

AeTaitneH Au3aiii Ha npeg/ioxeHaTa UHPPaACTPYKTYpa e 6bae npeanoxeH U cieg
CbinacysaHe ¢ Bb3noxuTenn, UHCTaAWPaH, KOHGUIYpUpaH M NYCHAT B eKcnacaTayuus,
C1eA U3BLPWBAHETO HA aHa/M3 Ha cbulecTByBawata MT MHPpacTpyKTypa Ha
Bb3noxutensar.

/lornyeckaTa apxUTEKTYpa Ha 4acTHUA 06/1aK e npeAcTaBseH Ha purypara:

MpUAOHKHH CHPELPY .

T n P

naropma sa Oracle Weblogic, Oracle CYBA:
cucTemuTe Application Server R

Cuctema 3a ynpaBieHue Ha

Cnoit KOMAOHEHTUTe Ha obnaka
BupTyanmsauma Vmware vCenter
Xapayepeu cnob CepBbpM Mpexa

Puzypa 2: /lozudeckama apxumekmypa Ha YdcmHus 064ak

®AaluHr CaMoWBHC Uye MHCTaAUPa, KOHPUIYpHUpa U NyCHe B EKCRA0aTaUMA CregHUTe
BMPTYa/IHU CbPBBLPU:

=> CbpBBpH 3a ynpas/ieHUe Ha 6a3u gaHHK:

- UWe $yHKUMOHMPAT BBPXY MatumMuM IBM pSeries, ¢ onepay1oHHa cuctema |IBM
AlX v.7.2 a1 no-eucoKka Bepcua U 6asa agaHHu Oracle RDBMS v.11.2.0.3

= MpunoxHu (application) cvpebpy

- BupTyanun cupebpu, B8BpXy wusrpageHata WT wuHppacTpykTypa, B
3alWMTeHa mpexa, 6es A0CTbN 40 UHTEPHET C yea ocurypaBaHe Ha
CUTYPHOCTTa U 3aLMUTaTa Ha JaHHUTe.

- OnepayuoHHa cuctema Windows Server 2012 a1 No-BUCOKa;
- Oracle WebLogic, Oracle Application Server;

NpUMEpHO CXeMaTHYHO NPeANOKEHNTE CHPBBPU Ce NPEACTABEHU N0 CAEAHUA HAUMH:

© SrmRC




NpunoskeHue 1 - NpeanoxReHne 3a U3NbAHEHUE Ha ycayrarta
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®uzypa 3: CxemamuyHo hpedcmassHe Ha supmyanHume cbpespu

C yen ocurypABaHe Ha MaKCMMaNHa HagemAaHocT Ha CUCTeMaTa 3a NMpoBeXAaHe Ha
aykuyuonu 3a AUK (AAUK) M Bb3MOKHOCTTA M 33 Npogb/hkaBaHe Ha paboTaTa B ¢iyvail
Ha CpUB Ha CblUECTBEH XapAayepeH KOMNOHeHT ®/aiinHr CanloWbHC LWe OcUrypu
Ay6/mMpaHe Ha KOMMOHEHTUTE UAW TNpW/araHe Ha APYrU pelueHuA, rapaHTUpalLLM
H3/MYHOCT Ha ycayruTe., (ucTemata e 6bAe NoACUrypeHa upes Bb3MOXHOCT 3a
pabota Ha 2-Ta caiiTa (OCHOBEH W pesepBeH). JaHHUTe Ha cucTemara wie 6baar
pa3sno/oXeHU Ha AUCKOBK CUCTEMW, PA3NO/IOKEHK CbOTBETHO B OCHOBHUA U pe3epBHUA
CalT C Pen/IMKalma Ha gaHHuTe. MexAy ABaTa caifTa Lie UMa U3rpaageHa eauHHa SAN
cpeAa. ApXMBMpaHeTO Ha CMCTEeMaTa Lie ce M3BbpWBa eAHOBPEMEHHO M Ha ABaTa
caiita.

3a saujura Ha gaHHMTEe M Bb3CTaHOBABaHe e 6eacTBUA MAM yBpeXAaHUA Le ce
NpuUAoKaT Hal-ao6puTe pelwenua Kato Oracle DataGuard.

© SrnebC




Npunoxenne 1 - NpeanckeHne 3a U3MTbAHEHUE Ha YCyraTa
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®uzypa 4 KoHyenyus 3a pesepsupaHocm Ha calimoseme

= 32 rapaHTMpaHe Ha BWCOKa HAAEKAHOCT W  HENPeKbCBAaEMOCT Ha
npogykuuoHHaTta cpega we ce u3noa3sar IBM PowerHA pewenve, IBM
PowerVM LPM v Oracle RAC.

= 32 MOHUTOPUHI U YNIpae/ieHUe Ha PeCYpPCMTe Y KOMNOHEHTUTE Ha CUCTEMaTa Lie
6baat uHCTaMpaHu areHTH 3a Oracle Enterprise Manager Cloud Control.

= /laHHUTe ule Ce CHXPaHABAT BbPXY AMCKOBM CUCTEMM OT damuauata IBM
DS8o00.

= ApXMBMPaHETO Ha AaHHUTE LUE Ce OCHILECTBABA BbPXY NEHTOBW CUCTeMM, IBM
TS3300 u IBM TS3500. Lienta e ga ce ocurypu HopmaneH backup (cb3gaeaHe Ha
pe3epBHO Konue), NO3BONABALY, Bb3CTaHOBABAHE Ha ¢upmeHaTa UHGOpPMaLMA,
CbXpaHABaHa Ha CHPBBPUTE NOAABPXalM CucTemaTa 3a NMpPOBEXAaHe Ha

aykumoHu 3a AUK (AALK).

Hocutean Ha undopmaliusa, nsno/ssaHun sa Hanpaea Ha backup:

Cned 3ano3HaBaHe ¢ BUA@ Ha MArHUTHUTE /IEHTM M FOAEMMHATa Ha AaHHWTe 3a
apxusupaHe Paaitwnr CamowbHC we usbepe npaBuAHUA noaxos (6poi MarHUTHU
NIeHTU} 33 U3BBPLIBAHE HA NPOLeAYPaTa 3a apXuBHpaHe Ha MHopMaLUATa:

Mpumep:

=> 11 6p. 1€HTU KBM BCAKO YCTPOICTBO — 5 6p. 3a cegmmuunmnTe backup-u oT
NOHeAE/IHUK A0 NETHK.

= 6-Ta M 7-Ta /NleHTa Ce M3NO/3BaT 3a HanpasaTa Ha cegmuuer backup (2
eAHaKBK1 KonuA)

= 8-1a M 9-Ta AeHTa - 33 MeceuHuA backup (2 egHaKBM KoNKA)

S SmaBC




Npuaoxenme 1 — [pegnoKeHre 3a U3NTBAHEHME Ha YCAyraTa

= 10-Ta ¥ 11-Ta /AeHTa - 3a roguileH backup

Fpaduk 3a Hanpasara Ha backup:

= [Hesen - AHeseH backup ce npaBu Ha BCKYKKM BusHEC NPUAOKEHUA W
AdHHW;

- CeamuueH - cegmuueH backup ce npaBu Ha BCuuKY GU3HEC NPUAOKEHMA U
AaHHK;

= MeceueH - MecedeH backup ce npaBu Ha BCUYKY NPUAOKEHUA 1 AaHHMK;

Ha meceuna 6asa we ce usno/Assa U MA2HUMHA AeHMAa 3a NOYUCMBAHE Hd
NeHmostme 6ubauomexu;

- TloguuweH
roduwen backup ce npasu Ha 8cuuKU NPUAOKERUA U OdHHU;

CbxpaHeHue Ha backup-ute/Backup storage:

= [HeBeH

CbxpaHaea ce B OTg4en nocodeH OT BB3NOKUTENA B NPUrogeHn 3a Leata
3aKNI0YEHN KOHTeHHEePU. 0 TAX UMAT A40CTBN CaMO CIYKUTENUTE Ha OTAena.

= CegmuyeH

EAgto Konue ce CbxpaHABa ce B cneumaneH ceid B OTAeA NOCOYeH oOT
Bb3noxurena. Bropo Konue ce CbxpaHABa B Tpe3op Ha 6aHKa M3BDBH
npege/uTe Ha NPeANPUATUETO. 3aNUCHT BBPXY /AIEHTUTE 3a cegMuyeH backup
ce o6HoBABa execegMU4HO. 3a NOAMAHATA U CbXPAHEHWETO Ha IBHTUTE CbC
CeAMUYHKA backup OTroBapAT eKUnu NOCoMeHH OT Bb3NoKNUTeNA.

- MeceuyeH

EAHO Konue ce cbxpaHABa ce B ¢neuuwaneH ceip B OTgen nocouveH oT
Bb3noxutenn. BTopo Konue ce CbxpaHABa B Tpe3op Ha 6aHKa W3BBH
npegeanTe Ha Bb3noxurenn. 3anuchT BBPXY AeHTUTe 3a MecedeH backup ce
obHoBABa eXXemece4yHo. 32 NOAMAHATA U CHXPaAHEHUETO Ha /JIEHTUTE CbC
ceaMHYHUA backup oTrosapAT ekunu NocoYeHu oT Bbaaoxutens.

- loanweH

EAgHO KonKe ce cbXpaHABa ce B crieunaned ceid B OTAeN €KUN NOCOYEH OT
Bb3noxutena. Bropo Konue ce cbxpaHABa B Tpe3op Ha OaHKa M3BBH
npeaenure Ha Bb3N0XUTENA. 3aNUCHT BBPXY AEHTUTE 3a roguwen backup ce
o6HoBABA exerogHo. 3a MOAMAHATA M CbXPAHEHUETO HAa /IGHTUTE CbC
roguweH backup oTroBapAT eKMNU NOCOYEHU OT Bb3N0XKUTEA.
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Mpuaoxenue 1 - lpeanoKeHUe 3a U3NBAHEHKE Ha ycayraTa

> Mpoueaypa no BbacTaHoBABaHe/Recovery procedure:

- BwbacraHoBABaHETO Ha gaHHuTE OT HanpaseH backup ce u3BbpLIBa camo ¢
ogobpeHueTo Ha Bbanoxkurtens.

CodryepHa apxutekTypa

OnMUTBT U MpaKTUKaTa noKaseaT, Ye eAHa OT Hal-gobpuTe WU Hal-NoAXoAAWMTE
AapXMTEKTYPU 3a U3rpakgaHe Ha cucTema 3a M3BLPLUBAHE HA KOMM/EKCHAa ycayra,
CBBP3BaLlia KakTo Gu3HeC Moy n, Taka ¥ MOAYA 33 AaHHW, MOAY/M 3a APEe3eHTauuA U
yoIyru e apxuTektypa TMn MHorocioiiHa apxutexktypa (Multilayered Architecture).
KaveHTckaTta 4acT we 6bae paspabotena ¢ Oracle Forms U 4OCTBNHA 38 UHCTaMpaHe
Ha KAMEHTCKUTE CTaHumun, paboTteuin nog onepayuoHHa cuctema MS Windows 7, 8 uan
No-BUCOKa BEPCUA.

MHorocnoiiHaTa apxuTekTypa € apXUTEKTypa OT TUN K/AWEHT-CbpPBbP, B KOATO
CbXpaHEHUEeTO Ha AaHHM, BusHec NorukaTa u NOTpeGUTeNCKUAT nHTepdeiic ca pasgenu
Ha pas/uyHKu cnoese. PaalinHr CaIWBHC Wie NPoeKTHpa U peaausupa CucteMaTa 3a
npoBexAaHe Ha aykuuonu 3a UK (AALK) upes mHoroc/oiiHa apxXuTeKTypa, KaTo lie
peduHKpa cregHuTe croeBe:

e (noil 33 AaHHK

¢ (N10i1 33 6u3Hec npouecy

e [lpuaoxeH croi

e Choit 3a noTpebuTtencku uHtepdeiic u B3anmogeiicTeue ¢ notTpebuteamre

e TpaHcnopTeH coit

© SmadC




Npunoxerue 1 - ipeanoxerHue 3a U3NbAHEHHUE HA YCAYraTa

s

Bceku mogayn e 6bAe OTHOCUTENAHO HE3ABUCMM OT OCTaHaAUTE MOogy/au. Tosa
pasgenfHe Ha c/10eBe e AOHECe MHOXECTBO MOA3U B NpolecuTe Ha paspaboTka Ha
Cucremarta 3a NpoBexaaHe Ha ayKuuonu 3a ALK (AALK):

duzypa 5 MHozoc/nolHA apxumexkmypa

NogobpABaHe Ha nNpoeKTUpaHeTo: PasAeNAHETO Ha OTrOBOPHOCTTA NO  MOAYAM
noanomara usYMCTBaHE Ha /IOrMKaTa Ha onepupaHe Ha MOAY/a, a OT TaM U CaMoTO
NpoeKTUpaHe.

Mogo6paBaHe Ha NAaHUPAHETO M PECYPCUTE, HYKHW 33 USMbAHEHHE HA AOrOBOpa:
Toit KaTo BCceKU MOAYA M3MCKBA cneyuduuen Habop OoT ymeHUAa U TeXHOAOrUU, TO
pecypcuTe moraT 4a ce NAaHMparT cnopea Tax.

Noao6paBaHe Ha TeCTBaHETO Ha NpoekTa: MIPeAUMCTBOTO Ha FIPOEKTU ¢ MHOFOCIOMHA
apXUTeKTYpa €, Y€ BCEKM (/oW MOMe fAa Ce TeCTBa NOOTAE/HO U HEe3aBUCUMO OT
ocTaHanute. Mo TO3U Ha4YYH TeCTBAHETO C€ KOHLEHTPUPA BbPXY KOHKPETEH CI0M, Kok
Uma Habop OT QYHKUMOHAAHOCTM, Aaned He TOAKOBA CAOKHM, KOJIKOTO Ha UAsaTa
cuctema. Korato oTgenHuTe CA0EBe ca TeCTBaHU U € NOTBBPAEHO TAXHOTO KOPEKTHO

[+]
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Npunoxenue 1 - MpeasroxerHne 3a M3NBAHEHWE Ha ycAyraTa

¢yHKUMOHMpPaHe, ce NPOBEXAAT U TeCTOBE 33 B3aUMOAEHCTBUETO MeXAy OTAenHUTe
cioeBe. ToBa Ca Taka Hape4eHWUTE WHTErpalLlMoOHHM TECTOBE M Te UMAT 3a Uuen aa
NOACUTYPAT NPaBUAHATA KOMYHUKAUMA MeXAy cloeBeTe. MHOroc10iMHaTa apXuTekTypa
y/1leCHABa A0 FO/IAMA CTENEH /I0KaAM3UPAHETO Ha NpoG/IeMHUTE 30HU B €AWH NPOeKT,
TbiA KaTo TeCTOBETE Ca H3 HUBO CANOM.

= MNopoGpABaHe Ha IbBKABOCTTAa W CKAa/MPYeMOCTTa Ha NpoeKTa: Tbil KaTto
MHOrOC/I0MHaTa apxuTeKTypa MMa 33 Ue/ A3 pa3jenu YnpaBAeHWeTo U
GyHKUMUTE Ha BCEKM CNOM, TaKa Ye Te 43 Ca OTHOCUTEAHO He3ABUCUMMU €AUH OT
ADYF, TO NPOMAHaTa Ha e/WH C/I0 HAMA A3 AOBeAe A0 NPOMAHA Ha C/loeBeTe
noA U Hag Hero. Mo To3U HauyMH Ce NocTUra MHOro No-Ao6po noaobpAsaHe Ha
npobaemun B gaseH C/10W, W AOPK HEroBaTa MPOMAHA HA YUCTO PYHKLMOHA/THO
HUBO, AaKO TOBA € Ha/I0XUMO.

PasgenAHero Ha cnoeBe We Aase Bb3MOXKHOCTU 338 YCTOWYHMBOCT, 1€CHA MHTErpaumna u
no-4o6po TecTBaHe, KaToO MO TO3M HauMH LIjE Ce rapaHTMpa CUrypHocTTa u Aobporo
$yHKUMOHMPaKHe Ha cUcTeMaTa. B apXMTEKTYpHUA Mogen Ha CMcTemaTa 3a NpoBexaaHe
Ha ayKkyuroHu 3a ALK (A LK) we ce 3a10aT OCHOBHUTE C10€BeE:

- Cnoi 3a Bpb3Ka ¢ GasaTa AgaHHM U ONepupaHe BbPXY AaHHUTE;

- Choit 3a onepupane Ha 6U3HEC MOAYAUTE ~ U3BBPLIBAHE HA Pa3AMYHUTE BUsHeC
npouecy;

- (1011 3a B3aUMOAEIACTBUE C NOTpebUTeIMTE Ha CUCTEMATS;

Kbm cuctemara we 6vae paspaboren notpebutencku uitepdeiic 3a nybamueH gocton
A0 HeA cned uaeHTUGUKAUMA C NOTpebUTENCKO UMe U Naposa UMM eNeKTpoHeH
noanuc ufum e w/nam upes cneumanHo reHepupaH CeprudUKaT KaTo Ce Chassa
32KOHa 33 ,,ENEKTPOHHUA AOKYMEHT U eNeKTPOHHUA NOANMC” U Hapea6uTe No HeroBoTo
npu/aaraHe u Hai-o6puTe NPakTUKK cbc SAML 2.0.

TpaHcnopTeH cnoii

TpaHcnopTHuAT caoit e 6bae peanusMpaH 4pe3 cbxpaHeHW B 6asata gaHHu
NporpamHy nakeTu U BBLHIWHK 33 CUCTEMaTa NiPorpamHu Moayau. TPaHCNIOPTHUAT CAOiA
AOCTABA AaHHUTE U daitnoBeTe OT BBHWHUTE cucTemu go A/LLK n o6paTHo.

o oTHOWeHUe Ha BXOAHUA NOTOK MHPOPMALUA TPAHCNOPTHUAT CAOIA:
- 1Ay 3a NPUCTUraHE Ha BXOAHKU CbOoOLLEHUA 1 paiinose;
- TpaHcnopTtupa ¢aiisioBere 40 cbpBbpa Ha AALUK;
- C1€/M 32 YCMEWHOTO 3apeXAaHe;
- apxusupa daitnoBeTe Cneg 3apexaaHeTo um;

- NOAABPNKA XKYPHan Ha 3apeXAaHeTo.

Mo oTHoWeHUe Ha U3XOAHUA NOTOK MrGOPMALMA TPAHCTIOPTHUAT COM;

Q SirmaBC




Mpuaowenue 1 - NpegroxkeHne 3a U3NbAHEHWE Ha yCayraTa

- 1eam 3a reHepupanu daiinose ot AAUK;

- TpaHcnopTtupa $ainoeeTe Ao CbpBbpa Ha TURBOSWIFT;
- apxuBupa dpainoBeTe cieq 3apexsaHeTo um;

- NOAADBDKA MKYPHaA Ha 3apexAaHeTo;

AOMBAHNTE/IHO KbM OCHOBHUTE C/1I0€BE Ha CUCTeMaTa we ce Ao6asAT U croeBe, KOUTo
He MOoKpuBaT BM3HeC NpoyecuTe, HO Ca 3aAB/MKUTE/HM 33 NPABUAHOTO W Onepupane.
ToBa ca Taka HapeyeHuTe HeYHKUMOHA/HN CNOEBe, UMALLM 33 L/ He 4a NPeAOCTaBAT
GYHKIMOHAAHOCT, a Aa NOACUNYPAT CUCTEMATA W HEIHOTO NPaBUAHO GYHKLMOHUPaHe:

. Choi 3a noacurypABaHe Ha CUFYPHOCTTa Ha CUCTEMa.
- Cnoi1 33 NnpuxBalllaHe Ha MPeLiKK W PeaKUMA Ha FPeLLKM.
- Choii 3a 3anNUC Ha CUCTEMHU CBOBLLLEHNA ¢ Lies HabalogeHue.

Bpb3kata Mexay cAoeBeTe HA eAHO MHOFOC/IOWHO MPU/IOKEHUE Ce OCblecTBABa OT
UHTepdencn 3a KOMYHUKaLUWA, KOUTO Ce U3rPaxAaT Ha BbpXa Ha BCeKM c1oil. Mo Tosu
Ha4YuH C/I0eBeTe 1e MOraT Aa ONepUPaT CAMOCTOATE/NHO WK B3aUMOCBBP3aHO.

TpucioiiHata apxXuTEKTYpa, KOATO lie u3noa3ea PAalinHr CaMolbHC BK/IOYBA U
B3aUMOAENCTBUE C AOCTABHMLM Ha BBHILHYU ycayru (eMA), KakTo 1 Cb3aaBaHe Ha Bpb3Ka
nocpeacteom SOAP yeb ycayru Kbm CBOTBETHM OpraHM3auuu onpeaeneHn oT
Bb3noxurena,

AONMbAHATENHO CMUCTEMaTa lie BK/IOYBA M Npe3eHTAUUOHEH coli 33 U3MUMecKUTe u
IOPUAUYECKH UL,

MpeseHTauuoHeH cnioi (NnoTpebutencku uHtepdeiic) ~ NpeseHTaUUOHHNAT C1o € Hali-
BUCOKUAT C/I0W B pamKuTe Ha eAWH copTyepeH NPoAyKT. Toik NPeaoCTaBA HykKHUTe
BU3Ya/IHW M UHTEPaKTUBHU CPEACTBA 33 KOMYHUKALMA C KpailHuTe noTpeburem Ha
ycnyrara. lpe3eHTayMOHHUAT CN0M Lie ce peaansupa KaTto noTpeburencku uHtepdeiic,
KOWTO We e yeb 6asupaH.

OTroBOpHOCTUTE Ha NPE3EHTaYUOHHUA C/101 1We Ca:
v' [la ocurypu noTpebutencku uHTepdeiic 3a onepupaHe cbc CUCTEMaTs;
v" /13 BaAMANPA AAHHUTE, BBBEXAAHHU OT NoTpebutenure;

v' [la npesege AaHHUTE U KOMaHAUTE OT NOTPeSUTeNs KbM GU3HEC C/0A, KaTo
npeABapUTE/IHO M'1 NOATOTBU B NOAX0AALY GopMaT;

v' [la npeBefe AaHHUTE WU CHOGLEHUATA 3a FPELIKM OT GW3HEC C/10A KbM
noTpebuTenckra uHTepdenc, KaTo rm NPeaCcTaBu B NOAXOAALL 33 TOBA BUA,

Mpe3eHTaUMOHHUAT CNOM Ha cucTemaTa e NpeacTaBAABa NOpPTaa 3a A0CTbN H
dusnqeckn | IOpugnIeckn /Mmya | cyHuUTeNn Ha AbPKABHATA a4MUHUCTPALMA.
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PnaimHr CaNloWbHC Le W3No/3Ba CIeAHUTE CPeACTBa 3a pa3paboTeane Ha CucTemara
3a npoBeKAaHe Ha ayKumonu 3a UK (A4LK):

> PL/sqQL

Bcuuku nporpamupyemu enemenTn oT 6M3HEC NOFMKATA Ha CUCTEMATa, KOUTO He
€a MpAKO CBBP3aHU C noTpebutenckuna wktepdeiic, We ca paspaboTeHn Ha
PL/SQL. fporpamHoTo ocurypasaHa Ha A/LIK uie 6bae paspaboteHo nog,
dopmarta Ha nakeTH, C LUeA y1eCHABaHE Ha NoAAPbKKaTa.

- Oracle Forms

Oracle Forms we 6bge “3no/A3BaH KaTO CTaHAAPTHO CPeACTBO 3a Cb3gaBaHe Ha
rpaduded untepdelic Kbm Gasata gaHHM U paspaborteaHe Ha expaHHuTe GOpPMM Ha
cucTemara.

CYBA

3a ye/uTe a HACTOAWIMA NPOEKT Ce NPeABMKAS Aa ce NoA3Ba B/ Oracle 11g. B pamkure
Ha TpoeKkTa ce npeABMXA2 NOBAUraHe Ha BEPCUATA HA Cera CblecTBYBaWATa U
u3no/aseaHa oT npusoxenueto 6a3a Oracle 8 Ao BepcuA 11.2, KOETO Lje Ce UBBLPLLIN Ha
CTBMKW. CTBNKOBUAT MOAXO4 MPEABUXKAA NPeMUHaBaHe, MOBAUraHE Ha BEPCUATA /0
Oracle BD 9.2 1 ciep KoeTo noegurake Ha BepcuaTa Ao Oracle BD 11.2. Crea noBaurate
Ha BepCHATa LL\e Ce HanpaBU U NpeMeCcTBaHe Ha AAHHUTE Ha cUcTemaTa B HOBaTa Bepcus/

cpesa.
PAaiuHr CanlowbHC We U3NoA3Ba TPU TUNA Ha pesepaHn konua (backup) Ha Gasara ot
AaHHu, obcayxBaum paboTaTa Ha cucTemara:

» Mbnen apxus (Full backup) - cb3gaeane Ha mMbAHO pesepsHO KonMe Ha
Basata oT gaHHW BCAKa HOWY, FapaHTUpaLL MbAHO Bb3CTaHOBABAHE.

» [AndepeHuvanen apxup (Differential backup) - cb3gaaHe Ha
AndepeHumanim pesepeHn KONUA Ha 63a3aTa OT A4aHHU Ha BCEKM 12 Yaca.

> ApxuBupaHe Ha TpaHsakuuute (Transaction log backup) - apxueupaHe Ha
TpaH3akuuuTe B H6a3aTta OT AaHHU Ha BCEKW 14aC.

Yunduumpan esuk 3a mogeampane (UML)

Onucsa obektute, OOMeHRWM WHOOPMAUMA U Cbabpxaum aaHuu (aTpubytn Ha
o6ektnte). OGEKTHO-OPMEHTUPAHOTO MOAeAMPaHe MW3MO/3BA  CbLIECTBEHO
(Unified Modeling Language) KaTo CTaHBapTeH e3uK 3a ONMCaHME Ha MpoLecUTe M
KaacoBerTe.

C;} SirmaPC




Mpunoxkenue 1~ MpegaoweHue 3a U3Mb/AHEHUE Ha YCAyraTa

AHann3bT 06XBaLLa CregHUTE AEMHOCTMU:
= CTpykrypupaHe Ha HpopmauuATa, cbEpaHa No BpemMe Ha NPOYYBaHETO:

OcvllecTBABa NPeABapUTE/NHA NOATOTOBKA Ha aHa/M3a — UAEHTUMLMPAHE 1 rpynupate
Ha CXOAHM nNpouecH, AEKOMMO3UPaHEe Ha CIOKHW npouecu W GyHKUMM U Apymm
TpaHcdopmauuu, cnocobeTBalLM 3a No-406poTo M MbAHO pasbupaHe Ha npouecuTe U
TAXHOTO B3aUMOJEUCTBUE;

-> Cb3gasaHe Ha MOAeA Ha npoLecuTe:

Ha 6a3a Ha cTpykTypupaHaTa utdopmayua ce USroTBA MoAeA Ha npouecute, Moaeast
OMUCBA TEKYWOTO CHCTOAHME Ha pasr/iemAaHara cuctema (MAM 4HacT OT cucTema
nonagawia 8 obxeata Ha npoekTa), KakTo M OGbgeluprte acnekTM Ha HeMHOTO
ONTUMU3UPAHE U PasILIUPABAHE;

= CboTBeTCTBME Ha NOTPEBUTEACKUTE U3UCKBAHUA C NpoLecuTe:

AHa/m3upa HyXAWTE M M3MCKBAHWATA Ha OTAEAHMTE noTpebuTenH, y4acTHWUW B
npouecute. To3u aHaaus ce ¢oKycMpa BbpXy B3aUMOAEHCTBMETO  MeEXAY
notpebutenute M npouyecute M BLPXY TOBA KAaK CamMuTe NpouecH nocpewaTr w
YACBNETBOPABAT U3UCKBAHUATA Ha YYACTHULMTE B TAX.

AeTaiiHOTO onucaHMe Ha GyHKUMUTE HA CUCTEMUTE e MPAKO OTpaXeHWe Ha BusHec

MOrUKaTa Ha oTAenHuTe W npouecd. PyHKUMOHasHaTa cneuudpukaumsa ue Gbae
CTPYKTYpUpaHa B CbOTBETCTBME C BCUYKWU MOAY/IM U TAXHATa B3aUMOBPb3Ka. BrTpe B
moayamte GyHkumuTe we 6bAaT rpynupany B 3aBUCUMOCT OT NMPegHasHaYeHUETO UM U
notpeburteackuTe po/iv, KOUTO ' U3NOA3BaT.

OnNUCaHUeTO Ha BCAKa GYHKUMA Lt ChABPIKA KaTO MUHUMYM:
~> MpepHasHaveHue;
NoTpebutesncku poau, UMaly Npaso 33 AO0CTBN A0 GYHKYUATS;

NpeaBapUTENHU YCNOBUA 33 aKTUBUPAHETO Ha GYHKUMATA;

v vV

OnucaHue Ha NOMMKaTa Ha QYHKUMATA, BK/AIOYBALLO AETait/IeH aAropuTbM Ha
noc/eA0BATENHOCTTa HA OTAE/NHUTE AEWCTBMA, NpaBuAa 32 BaAMAUPAHE Ha
AaHHUTe U onepauunTe, 06paboTKa Ha UIKMOYUTEAHUTE CUTYALUM U T.H.;

- BXogHWTE U U3XOAHW AaHHY;
= BpwB3Ka ¢ A4pyrut GyHKUNM nau 06pBUIEHUE KbM BHHILHU CUCTEMM;
> W3xoa 0T PyHKUMATE - NpeAaBaHe Ha yrpaBAeHreTo cies NPUKAoNBaHe.

Npu HeoExoanumocT, B ONUCaHUETO Ha PYHKLMATA MU B OTAE/IeH pedeprpaH AOKYMEHT
€e Npuiara U MakeTa Ha CbOTBeTHUA i noTpeburenckn uHtepdeiic (eauH uam noseve
€KpaH#).
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Mpunoxerne 1 - NpeancKeHne 3a U3NBAHEHUE HA yeayraTa

ANTOPUTBMBT Ha QYHKUMATE Ce ONMCBA C NOMOLLTa Ha eAHa WK nosedye auarpamm (B
UML wam gpyra nogxogauia rpaguuHa HOTauuA), CbNPOBOAEHM C AETAWAHO OnMcaHue
Ha CbADBPKAHWETO U B3AUMOBPBIKUTE HA BCUYKK €AGMEHTH Ha guarpammre,

CodpTyepHUAT WHCTPYMEHT, KOIMTO uie 6bAe U3N0/A3BAH 3a MOAEAMpaHe M aHanu3 e
Sparx Enterprise Architect. Toii npegcTaBaABa BU3yaneH UHCTPYMEHT 3a MOAENMPAHE U
npoekTUpaHe, 6asupaH Ha esuka UML (Unified Modeling Language). Naatdopmara
NnoAABDPKA NMPOEKTUPAHE Ha codTyepHU cUcTeMU, MOAeAupaHe Ha BusHec npouecy K
MOge/MpaHe Ha WHAYCTpWanHo Gasupanu AoMelHK. UHCTPYMEHTBT ce M3MNO/A3Ba He
Camo Npu MOAEe/IUPaHe Ha apXUTEKTYpaTa Ha CodTyepHaTa CUCTEMa, HO U A0 Bpeme Ha
1e/IMA npouec Ha pa3paboTKka Ha copTyepHOTO peleHue.

Ypes ¢yHKUUOHANHOCTUTE HA NPUNOKEHNETO Ce ONPEAeAAT cAeABaUUTe CTBMKW B
cueHapuA 3a ynotpeba (Use case), KaTo pelseHueTo ce 6asupa Ha peguua KpUTepuu.
Apyrv  $YHKUMOHA/ZHOCTU NPeAOCTABAT MBAEH KOHTPOA Hag CUMYA3UMATA ypes
M3HUTYIMpaHe Ha MPOMEH/IMBY U USBBPLIBAHE HA U3UUCUIEHNA B ONPEAE/IeH MOMEHT OT
CUMYyNaLUATA.

Enterprise Architect npegocTaBA BBL3IMOXKHOCTTA 33 M3MNO/A3BAHETO HA PEBUIUOHHM
ToukM (breakpoints), Kouto cnomarar aHa/M3a U B3EMZHETO Ha PeleHHn, KaKTO U 3a
nogobpasaHeto Ha pesyatatute. CUMy/auuATa crnomara 3a nogobpasaHe Ha
KOMYHUKALWATa, K3BAWYAHE HA OCHOBHUTE WAEW M HaMaNfABaHe Ha C/I0XHOCTTA Ype3
MOAe/MpaHe Ha NO-BUCOKO HUBO Ha abCcTpaKLmA.

OnNUTBT HU € NOAO6EH UHCTPYMEHT e 6bae OT No/3a NPU MOALAUPAHETO M aHA/IN3a Ha
K/HOYOBM BPB3KU B PaspaboTBaHETO Ha TexXHUYeCKU AOKYMeHTU. [peaocTaBeHuTe
GYHKUMM B UHCTPYMEHTa AaBaT Bb3MOXKHOCT 3a paspaboTeaHe Ha 406pe CTpyKTypupaH
Mmogen noa ¢opmata Ha secHo pasbupaema puarpama. lpeAacraBenuTe NO-A0AY
eKpaHHK ¢GOopMU NpeACTaBAABAT NPUMEPHU AMarpamu usnoAssaHu ot DdaalivHr
CantowrbHe Npu paspaboTBaHe Ha TexHWUHeCKa AOKYMEHTAUMA 33 CXOAHU MO CbUHOCT
npoekT.
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Mpunoxerue 1 - MpeaaomeHue 3a U3MbAHEHUE Ha YCayraTa
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Puzypa 6 MpumepHu duazpamu

KoHnuenuua 3a usmbAHeHWe HA U3UCKBAHWATA 32 CUIYPHOCTTA Ha MHPOPMALMOHHHUTE
cuctemu B BHB

CucremaTa 3a nposexgane Ha aykuuonu 3a AUK (AALUK) we 6bae peacmsupaHa cbe
CTaHAAPTHU TEXHO/IOTHMK, W LWie NOoAABPKA 060 NPHETU KOMYHUKAUUOHHU CTaHAAPTH,
KOWTO e rapaHTUpaT HelHaTa CbBMEeCTUMOCT. Yoayrute U GusHec npoyecure e
6baat npoekTUpaHu Taka, Ye Aa 6bAaT HesaBucuMK 3a GbaeLO pasWMPABaHE W
ob6ciykBaHe UM NO3BOAABALM HACTPOHBaHE M NPOMAHA Ha MapameTpuTe npes
norpeburencku untepderic. MupopmayMoHHaTa cucTema e ocurypy GyHKUMOHaAHOCT
33 TeKyl| MOHMTOPWHF, aHa/IM3 U KOHTPO/1 Ha U3NBAHEHUETO Ha 6usHec npouecure.
PaspaboTeHaTa cucTema L€ OCUrypABa BB3IMOXHOCTWM 33 paswIMpABaHe, pesepeHO
obesneyaBaHe u 6anaHcupaHe Ha HatoeapsaHeTo. fpu paspaborsaHeTo Ha A/LK e
ce NPeABUAAT BH3MOXHU NPOMEHY, MPOAUKTYBaHW OT HENPEKbCHATO NPOMEHALLATa ce
cpepa. MnbopmaluoHHaTa cucteMa e G6bge paspaboTeHa KaTo rbeKaBa M /1eCHO
34aNTUBHA, KOATO OTYUTA 3aKOHOAATE/NHW, AAMUHUCTPATUBHU, CTPYKTYPHU WMAU
OPraHM3aUMOHHU NPOMEHHU, BOAeLLM 40 NpomeHn B paboTHuUTe npoyecu. Cuctemata 3a
npoeexaaHe Ha aykunonw 3a ALK (AAUK) we moxe ga ce uHTerpupa ¢ uHtepdeiicure
332 npeaocTaBAHe Ha WHPOPMaUMA Ha APYrM MHCTUTYUUM nocpeacTBoM SOAP yeb
yciyru. pu peanunsayua Ha yeb ycayrute wie ce crnaseart orpaHUYeHUATa, ONUCaHu B WS-
| Basic Profile 2.0.
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Npunoxerue 1 - MNpeaaoKeHne 3a SNbAHEHUE Ha ycayraTta

e 6bAe U3NoA3BaH NOAX0A, KOWTO A3 CNpe HeperfaMeHTUPaH AOCThN A0 AAHHUTE B
AAUK uHTerpaumATa KbM BBHIWHUTE CUCTEMM 4Ype3 npuiaraHe Ha pelweHuA 3a
CUrYpHOCT.

OCHOBHWUTE CTaHAAPTH, TEXHONOMMK W MOAY/N, KOWUTO OCUrYpABaT M3UCKBAHATA
¢yHKUMOHAAHOCT, ca:

e HTTPS; HTTP Bbpxy SSL (Secure Socket Layer) 3a ocurypAaBaHe Ha KpUNTUpaHa
KOMYHUKaUUA (MHTerpuTe U KoHPUAEHUMANHOCT);

¢ Single Sign On, ocurypABaly HagexAeH U CUTYPeH eauHEeH AO0CTBN 40 BCUYKM
npuaoxenun, peaansupat upes Central Authentication Server (CAS) Single Sign-
On;

e AsTeHTUPUKAUMA — 3a HeA we ce u3nonsea Windows Authentication Provider,
KOWTO Lie ce BHegpw upes Windows Authentication Module, koitto koHCTpyrpa
Windowsldentity Ha ocHoBaTa Ha akpeauTauuA npeaocTaseHa ot yeb cbpsbp;

d OTOPMBBU,MH BDb3 OCHOBA Ha PO/K.

> MoTtpebuTenaT ce CBLP3BA C PO/IM U CbOTBETHO NOAYYaBa paspelleHue 43
No/3Ba KOHKpPeTHU (GyHKunu/Mogymfycnyru. YnpaBieHHMETO Ha po/suTe ce
M3BBPIIBA Ha BUCOKO HUBO 4pe3s cneuuaneH MoAyA 3a YnpaBaeHue Ha
noTpeburennte, nogavpxally, NOTpebUTENCKU IPyNU, OpraHU3aLMu, HUBA Ha
AOCTBI 1 BUCOKOCMEUUaAM3upanHn poau (No npuackenue, moaya, GyHKUUA,
paboTeH NoToK U Ap.);

> OAWT Ha AoCTbMA: BCMYKK  AEUCTBMA Ha NOTPebUTENM, W3UCKBAWM
aBTeHTUPUKALMA M OTOpMU3aLMA, le Ce 3anucBaT M MoraT ga bGbaar
pasrnexaaHyu OT TeXHUYECKWU eKCNepT Noe CUrypHocTTa. PYHKUWOHAAHOCTTA
ce OTHacA 4o:

v’ 3aluTa Ha HUBO NOTPebUTENCKN UHTepeiic;
v' 33awmTa Ha HuBoO BusHec npoyecy;
v’ 33awmTa Ha HUBO BU3HeC yayry;

v KOHOUAEHUHANHOCT NO OTHOWEHWE HAa NPEACCTaBEHUTE OT K/AMEHTa
AAHHK;

Y HapeKAHM TEXHO/IOTMM 33 KPUNTUpaHe Ha MapoAu U cayxebHa
nHdpopmayms;

v/ HagexaHa 3awuTa Ha AAHHUTE, KOATO HE paspewasa nNpAK
HEKOHTPO/IMPaH OT CUCTEMATa AOCTHIl Ha KAUEHT A0 TAX, KONUPaAHeTo
WM U pa3pyLIaBaHeTO Ha TAXHATA LA/OCT;

v HafgeKAHOCT Ha M3MbAHEHWe Ha mnpouecute 6e3 npekbcBaHe W
FO/ly4aBaHe Ha HeXe/IaHU UK FPeLHU pesyATaTMU.

@ SirmaPC




Npuaoxenne 1 — Npegnomenne 3a MNBAHEHUE HA YCAYraTa

Curyprocr

NachHTudUKaLma 1

KracdruKaunMoHrM cxemu
ayTeHTMKauus

ABTOpKU3aLMA

BagemaHu cuctemmn 1 Ycnyru 3a
MPEHOBA CBbP3AHOCT KOHQeAeHUMEAHOCT

Undposu cepTudmratu

Pernctbp notpeburenu

Puzypa 7: lozuvecka apxumexmypa Hd KOMNoHeHm ,,Ycayau 3a cuzypHocm”

PAaimHr  CaMlOWBHC tle M3N0/A3Ba KOMMOHEHT ,YcAyru 3a curypHoct”, 3a aa
NPeAoCTaBU MHOXECTBO Pa3HOOBpasHy ycyru 3a CUrypHOCT, BK/ITOHBALLM:

¢ [IpeseHTaUMOHEH CNOM:
> 3awmMra Ha HUBO NPOTOKOA TLS{SSL;

» WaeHTMdUKaLUUA, aBTEHTMKALMA W aBTOpU3auMA Ha mnoTpebutenn ¢
notpebutesncko ume n napoaa uiuam KEN B KowreitHep web-npuaoxkenus, ¢
BB3MOXHOCT 3a MHTErpauua u ¢ e,

> KoHTpoAupaH AOCTBN AO eKpaHW U 4acTU OT Hero (camMo 3a noTpebuTtenn ¢
onpegeneHa poas)

¢ (Cnoit ,,BusHec npouyecn™:

» KoHTpoaupah Aoctbn Ao 6usHec npouecu (camo 3a noTtpebutem c
onpeae/ieHa pons);

> ABTOpM3alUMA Ha NOTpPebuTeAn 3a usMbAHeHMe Ha OGusHec npouecu ¢
nomoLTa Ha 6usHeC npaeuAa.

e (Cnoi , BusHec Yeayru™:

> WS-Security KaTo 4acT ot WS-I Basic Profile;

o

IFionr © SmabC




Npuaokenne 1 - NpeanomeHue 3a U3NbAHEHWE HA YCAyraTa

» SAML
o  Chaoi ,,KomnoHeHTH":

»  [leknapaTuBeH U NporpaMeH NOAXOA 3a 3aAaBaHe Ha NPaBa Ha U3Mb/AHEHUE U
AOCTBN A0 06eKTw.

> Nopxoa 3a 3agaBaHe Ha NPaBa Ha M3Mb/HEHWE M A0CTbN AC ob6ekTn Ha
OCHoBaTa Ha 6M3Hec npasuna.

> WindowsAuthenticationModule
» MMopaxops, OCHOBaH Ha CN10HU BU3HeC Npasuia
e Cnoi ,,[AaHHn’:

> focrbn go Tabnuum, usraeam u onpegeneHn Ko/IoHM camo 3a noTpebuteny ¢
onpegeneHy Npaea no NoTpebUTENACKO MME W Napoa.

» CbxpaHABaHE HA KPUNTUPAHU A4aHHW B CrieUManHu noaeTa.
s Cnoit ,,MudopmaumoHen mogen, MHGopmMauroHHU ycayru':

> focTbn A0 UHPOPMELMOHHU YCIYTM CaMO 3a MOTpebuTe/n ¢ onpegeneHu
npaea (pom);

» TeHepupaHe Ha OT4eTU Camo 3a NOTpebUTeU C onpeaeneHn npaea (poam)
e (oi ,,UHTerpayma”;

» MW3nonssaHe Ha KEN;

» KpuntupaHe Ha cbobiLiennn ¢ DES/RSA;

»  WS-Security;

» O6MmeH Ha gaHHW NO 3aWMTEH KaHan, Hanpumep SSL, FTP/S.

> VPN.

VPN e 4acTHa Mpexa, KOATO Ce U3rpaXAa BbpXy CblecTBYBaLLa Beye ny6/ImiHa mpexa
(Halt — yecTo Internet). Bmecto ga ce u3NoA3BaT PuaMHECKN HaeTH AnHum, VPN ce
U3rpaxaa BbpXy BUPTY2/IHU TYHEAW, KOUTO OCUIyPABaT BPb3KaTa MEXAY OTAaseqeHUTe
mpexu (notTpeburen).

VPN npegocraen caegHuTe yeayru:
* (BDbP3aHOCT Mexay PuU3nHecKHu pasgeneHn MecTa.
¢ [llopobpeHa curypHocT
¢ HWCKU pasxopam 3a NoAAPbHKa Ha MpeKaTa
¢ [loaocbpeHa npoAyKTUBHOCT

¢ [lpocTa mpeXkoBa TONOAOrUA




Npunomerue 1 - NpegnoKeHue 3a U3NbAHEHHUE Ha yCAyraTa

e CurypHocT

e HapexaHoOCT

¢ PaswmpaemocT

¢ /lecHo ynpaBAaeHune
VPN curypHocT: Kpuntupate

KpuntupaHeTo npeacTas/ABa NPOMAHA HAa AAHHUTE MO HAYMH, NO KOMTO CaMOo TO3MW, 3a
KOFOTO Ca NpeAHasHa4eHn MOoXe fAa W3No/3Ba. {TOBEUETO CUCTEMM 33 KpMNTUpaHe
paboTAT Ha HAKOI4 OT C/legHHUTE A4Ba NPUHYMNA:

¢  CMMETPUYHO KpUNTUpaHe
*  ACMMETPMYHO KpUNTUpaHe

® [IpU KpUNTUPAHETO CBC CUMETPUYEH K/HOY M 3a KOAWpaHe U 33 AeKoAupaHe Ha
AQHHUTE Ce UW3N0/A3Ba eAMH M CblW KAY, KOETO MnpegnoAaara onpegeseda
HeCUrYpHOCT OT r/leAHa TOYKA Ha NMpeHoca Ha Kaoya. Mopagu Tesu NpUYMHU B
peanu3auuATa Ha UHTerpayuaTa Ha AALK ¢ sbHWHUTE cucTemun Paainnr CaalowbHC
e ce W3N0/3Ba ACUMETPUYHO KpUNTUpaHe. ACUMETPUYHOTO KpUNTUpaHe
npeacTaBAaBa KOMOBUHALMA OT YaCcTeH U NYSAMYEH KO,

VPN curypHocrT: IPSec

IPSec (Internet Protocol Security} NpPOTOKOABT OCUrYpPABA HYKHATa CMrypHOCT nipu
KOMYHUKAUWA B He3alUTeHU Mpexu. M3noA3Ba ce pexum Ha TYHeAupaHe, KbAeTo ce
KpunTupa U 3arnaeHata vact (header), u uHpopmayuoHHaTa 4acT. IPSec moxe ga
KPUNTUPa AaHHU MeXy YCTPOMCTBA KaTo:

* MapwpyT1saTop KbM MapLIpyTU3aTOp
e ,3alyuTHa cTeHa" Kbm MapwpyTusaTop
*  KOoMNIOTBP KbM MapLlipyTusaTop
¢  KOoMMOTHP KbM CHLPBBP

VPN curypHoct: AAA cbpeBbpH

AAA (authentication, authorization and accounting) ce usnoaseat 3a no - ysecHen
AOCTBN. Korato NocTbnu 3aABKa 3a CeCcUA OT OTAA/IE4EH KAUEHT, 3aABKaTa ce npejasa
KbM AAA CbpBBp, KOHTO C1e4 TOBa NpoBepABa:

* Koii cTe Bue - asTeHTuKauuA (authentication)
¢ KakBso BM € N03BO/IEHO Aa NpaBuTe — asTopusaymnA(authorization)
¢ KakBO BCHUHOCT NpaBuTe - akayHTUHT (accounting)

VPN rexHoAaoOruu

6 SirmaPC
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Npunomenue 1 - NpegaokeH1e 3a U3MbAHEHUE Ha yCAyraTa

e  KaueHTcku codpTyep
¢ KAueHTCKM xapayep
¢ VPN cvpBbp

¢ NAS (network access server) u3ano/3ssa ce ot goctasyuuute 3a VPN goctbn ao
TAX

e lleHTbp 33 ynpaBaeHue Ha VPN
TyHeaupaHe

VPN petneHueTO pasyuTa Ha W3rpaxaaHeTo Ha TyHeAa npes WHrepHetr. Karo yano
TYHE/IMPaHETO NpeACTaB/AABa NOCTaBAHE Ha NaKeTa B APYr NAKeT U U3NPaWaHeTo My.
MpOTOKOA2 Ha BBHILHUA NaKeT e MO3HAT Ha NPEeHOCHaTa MpeXa U Ha ABeTe CTpaHu,
KOMUTO NOA3BaT TyHeANa. TYHe/AMpPaHeTO U3UCKBA TPU Pas3/IMiHU NPOTOKOAA:

e TpaHCNOpPTEH NPOTOKO/A — TO3W NPOTOKOA €€ M3MO/I3Ba OT MpeXarTa, KOATO
U3BDbPLLBA NPEHOCA.

e Kancyaupauy, npotokoa - lMpoTtokonsT (GRE, IPSec, L2F, PPTP, L2TP), kotito
“nokpusa’’ opurMHaaHuTe 4aHHK

¢ Passenger npotoKos — OpuriHaaHuTe aaHHu (IPX, NetBeui, IP).
TyHeAupaHe mexay mpexu

Mpu VPN-a mexay mpexu, GRE (generic routing encapsulation) e o6uu4aiiio usnonseau
npoTokoA. Tol Bk/oUBa MHPOPMaLIMA 33 TOBA KaKbB BUJ, NAKET CE Kancy/Mpa, KakTo U
MHPOpPMaLMA 32 Bpb3KaTa MeXAy KAMEHTa U cbpBbpa. Bmecto GRE noHakora ce
usnoA3ea iPSec B TyHeneH pexum.

TyHenupaHe: OTAa/e4eH A0CTbN

Npu oTaaneuyeH 4ocTen, Hal — YecTo ce usnoasea PPP. Kato yact ot TCP/IP cTeka, PPP e
npeHocuTen Ha Apyrv IP npoTokoau. fipoToKoauTe 3a uarpamaare Ha VPN ¢ otganeded
AOCTDN ca:

e L2F (Layer 2 Forwarding) — Paspa6oTten oT CISCO, L2F paboT ¢ BCUYKYM TUMOBE
3BTEHTUKaLIMA U3Nno/A3BaHu ot PPP.

e PPTP (Point-to-Point Tunneling Protocol) - PPTP e cb3aagen ot PPTP Forum -
ObepuHenune ,, TypCuc srkaouBaw, US Robotics, Microsoft, 3COM, Ascend u
ECI Telematics. PPTP nogabpika 40-bit 1 128-bit kpunTupaxe u karo L2F paboTtu
C BCUMKKW BUAOBE aBTEHTUKALUA Ha PPP.

e L2TP (Layer 2 Tunneling Protocol) - L2TP e pa3pa6oTka Ha PPTP Forum, Cisc
IETF (Internet Engineering Task Force). L2TP komBuHupa YepTuTe Ha PPTP U
L2F, KaTo HambAHO noaAbpKa IPSec

© 9mapdC




NpunoeHrue 1 - NpeancKeHue 3a U3NBAHEHHE Ha ycayraTa

L2TP moxe Aa ce u3n0n3Ba M 3a VPN mexay mpexu. Tosn MPOTOKOA MOXe A3
U3rpaxga TyHe/ mexay:

¢ KAWEHT U mapLlupyTusaTop
* NAS 1 mapwpytusarop
*  MapuipyTusaTop u MaplupyTusaTop
®naiivHr CaniolwbHC Lie NpeanpueMe C1egHUTE MepKu 3a 3aLMTa Ha CUCTeMMTE:

® 3a BXOA B CMCTEMaTa Le ce U3NO/3BaT METOAU Ha AayTEHTUKALMA U OTOPU3ALMA
- upe3 BbBEXAAHE Ha NOTpebuTe/ICKO WME W Napo/a, Ype3 KBaaudUyUpaH
€/1EKTPOHEH NOANKC UAK Ype3 eH/ nau upes cneumanHo reHepupaH cepTudUKaT
KaTo Ce CNa3Bsa 3aKoHa 3a ,,ENeKTPOHHUA AOKYMEHT U eNeKTPOHHUA noanuc”’ u
HapeabuTe NO HeroBoTO MpuAaraHe U Hal-406pUTEe NpPakTMKM Cbc SAML 2.0.
PnaiivHr CanlowurbHC Uie U3N0/3Ba HaW-400pUTE NPaKTUKM 3a NOBUILABAHE Ha
HUBOTO HA CUIypHOCTTa, MOCPEACTBOM aAGKBATHA AbB/XKMHA Ha Napo/aTa
(MuHUMYM 8 3HaKa), M3UCKBAHE 32 Ha/MuMEe Ha Manku, ronemu Gykeu uiuam
cneynantu cumeonn. Mo TO3KM HaYMH Lie Ce NOBMWK HUBOTO HA CUrYPHOCT Ha
NapoAUTE U L& OrpaHnyn Bb3MOXHOCTUTE 33 HENPAaBOMEpEeH A0CTHI.

e BbBeXgaHe Ha MWSMCKBaHe 3a CMAHA Ha napo/sata Ha noTpebutenuTe Ha
MaKCUMYM 3 mMecela U HeBB3MOXHOCT 33 M360Op Ha naposa, U3NO/A3BaHa B
PaMKUTe Ha NpeaxoAHaTa Ka/ZieHAapHa ro4KHa, KaTo NpY NPOMAHA Ha NapoaaTta
334 /DKMTENHO A3 Ce BBBEAE U CTapaTa napoAa.

* 3a ebTpelwHun notpebutenu moxe aAa 6bae peaamsupaHa cucTema OT Npaswuia
No OTHOLWEHWE Ha AOCTBMNA A0 CUCTEMATa CaMo OT onpeje/ieHu MaLKHU, 30HU,
BpPEMEBU WHTEPBa/M U Ap.. loTpebuTenmTe C BUCOKM NMpasBa Ha 40CTbN 6u
TpAGBA/ZIC Aa Ce aBTEHTUKWPAT Npes CUCTeMaTta NMpU NO-CTPUKTHU NPoueAypH
(Hanpumep KomM6UHaLMA OT IP KOHTPOA + CUAHA MAPO/A + KOHTPO/ Ha BPEMETO
Ha AOCTDbNa, 3alUTEHU YacTHW KaHaAW, 33fb/DKUTENEH /ndeH cepTUdUKAT 33
ngenTudUKauua Ha notpebutena u gp. Cuctemure we 6bAAT NPOEKTUPaHK, Taka
Ye A3 OCMrypAT pasAW4HW NpaBa Ha AOCTbMN Cnopes noTpebuTenckute rpyny
(v3nonseane Ha pas/MunM GyHKUMM, AOCTBN A0 AaHWuTe (MO HWBC M NO
TeputopuaneH obxBaT, A0 KOHKpeTeH OBeKT), AOCTBN A0 BUAOBE CNPABKM
(TreputopuaneH o6xBaT, KOHKpeTEH 06EKT), BU3ya/iM3aLmsa, nedar);

o  ®naitmHr CanowWwbHC M3N0/13Ba CTaHAAPTH NpKU u3paboTeaHeTo Ha CucTemMaTa 3a
npoeexaaHe Ha aykuymohm 3a AUK (AALK), Taka 4e Te ga nogabpaTt
Hepapxu4HO HUBO Ha AOCTHAA.

¢ KAMEHTCKMUTE cecuM wie ce YHULLOXKABaT /e MNpeaBapuTenHo aeduHupaH
nepuog, ot Bpeme (time out), KOITO 1ie 6bAe CbrAacyBaH ¢ BbanoXKUTenAT;
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